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Entre abril y mayo de este año vivimos unas semanas locas:

▸ Copy Fail (RHSB-2026-002)

▸ Dirty Frag (RHSB-2026-003)

▸ CIFSWitch (RHSB-2026-005)

▸ HTTP/2 Bomb (RHSB-2026-007)

▸ Ipv6_frag_escape (RHSB-2026-009)

▸ GhostLock (RHSB-2026-010)

▸ ……

El kaos



3 🏆 ¡Nuevo logro desbloqueado! 🏆
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▸ 2014: Heartbleed (OpenSSL) y Shellshock (Bash)

▸ 2017:  WannaCry (EternalBlue)

▸ 2018: Meltdown y Spectre

▸ 2021: Log4Shell (Log4j)

▸ 2024: XZ Utils Backdoor

▸ 2026: Copy Fail y Dirty Frag

▸ 2027: ?

Pero no es la primera crisis que tenemos…
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Linux kernel 7.2 casi 2000 CVE



6
Source:
https://cve.icu/years.html

CVEs have grown in the last years
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Source:
https://cve.icu/years.html

Distribution of CVSS
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▸ CVSS are calculated with a default configuration of a software and 

without context

▸ Is the software exposed to the Internet?

▸ Are there security controls in place that reduce the probability or 

impact of the vulnerability?

Not all CVSS 10 are equal
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Source:
https://access.redhat.com/security/updates/classification

Red Hat Severity Rating Criteria
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Source:
https://access.redhat.com/security/vulnerability-management

Vulnerability management at Red Hat
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Vulnerability 
identified in 
upstream 
communities

Product Security 
analyzes impact to 
products Engineering 

backports a patch to 
correct the security 
issue

QE validates 
packages 
containing the 
security fix

Packages are made 
available through 
secured channels to 
customers

Customers 
consume fixes 
throughout the 
lifecycle of the 
product

Critical / Important 

Not all security issues 
pose real risk and not 
all get fixed

Low       
Moderate

.. yet we always listen to 
customers and engage in 
dialogue if a vulnerability 
we aren’t fixing is 
meaningful to them, may 
result in additional fixes

10

Incident
Response Expedited Workflow 

and coordination
Bulletins and 
Insights

Known exploits elevate 
the importance and 

urgency of vulnerabilities 
in existing workflows
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Source:
https://access.redhat.com/security/rh_security_declaration_sdl

▸ Red Hat Secure Software Development Life Cycle

･ Threat modeling

･ Secure Architecture Review

･ Static and dynamic analysis

･ Penetration testing

Red Hat works on reducing these numbers
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Source:
Verizon DBIR Report 2026

▸ 31% of the breaches happen because exploited vulnerabilities*:

▸ Other frequent root causes:

･ Weak authentication systems (exposed remote accesses + lack of MF2)

･ Email attachments + local administrator privileges + privilege 

escalation + domain escalation

Patching is only part of the solution
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CVEs “con logo”
Avisos CERT genericos
El parche rápido

- Hardening de caja: SELinux, SCCs, …
- Analysis y VEX: rescoring
- Backporting
- Documentation
- Quality Engineering
- Identidad y auditoría
- Mitigación en vivo
- Certificaciones (ENS)
- Supply chain & SBOM
- Code signing
- Confidential Computing
- …

Lo que se escucha

Lo que no siempre se ve
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Pregunta a la audiencia

¿Cuántos de vosotros tenéis ventanas 
aprobadas para reiniciar 

todas las máquinas
al menos

una vez por trimestre?
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Pregunta a la audiencia

¿Cuántos de vosotros tenéis ventanas 
aprobadas para reiniciar 

todas las máquinas
al menos

 una vez al mes?
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Pregunta a la audiencia

¿Cuántos de vosotros tenéis ventanas 
aprobadas para reiniciar 

todas las máquinas
al menos

 una vez cada 15 días?
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Pregunta a la audiencia

¿Cuántos de vosotros tenéis 
SELinux enforcing 

en todos los servidores?
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Red Hat aporta tecnología

Antes de añadir otra herramienta de seguridad, conoce las que ya tienes en la plataforma.

Trust & Compliance

- System-wide Crypto-Policies
- Clevis & Tang
- OpenSCAP & FIPS 140-3
- IMA / EVM
- Post-Quantum Crypto (PQC)
- TPM 2.0 / measured boot
- Remote Attestation
- Confidential Computing

Detect & respond

- auditd
- Kpatch
- tlog
- keepalived
- Ansible system-roles
- Leapp
- AIDE

Protect

- SELinux
- fapolicyd
- systemd security features
- USBGuard
- nftables
- Kernel Lockdown
- Secure Boot
- dm-crypt / LUKS2
- seccomp
- Linux Capabilities
- cgroups / namespaces
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Red Hat aporta soluciones

De capacidades individuales a seguridad gestionada, automatizada y a escala.

Secure Cloud Native

- Red Hat OpenShift
- Advanced Cluster Security (ACS)
- Advanced Cluster Management 

(ACM)
- MicroShift
- Hardeneds Images

Secure Software Supply Chain

- Red Hat Quay
- Trusted Artifact Signer
- Trusted Profile Analyzer
- Red Hat Developer Hub
- Trusted Libraries
- Advanced Developer Suite
- Lightwell Network

Secure Infrastructure

- RHEL Image Mode
- Red Hat Lightspeed
- Red Hat Satellite
- Ansible Automation 

Platform
- RHEL IdM
- RHEL Edge
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Cliente

TAM

Account 
Exec

Solution
Architect

CSE

Consulting

Product 
Security

QE

Partners

Training

Soporte
24 x 7 
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La seguridad no empieza cuando aparece un CVE

ni termina cuando aplicamos un parche.

Estar actualizado es importante. 

Estar preparado lo es aún más.

El valor de la suscripción



Tech Journey demos:
Red Hat Security

Webinar
Desplegando una fortaleza digital: no confíes, 
siempre verifica y encripta tus datos
23 de octubre de 2026, 10:00 a.m.

Webinar
Automatización y seguridad: estrategia de 
remediación integral con Red Hat
13 de noviembre de 2026, 10:00 a.m.

https://www.redhat.com/es/events/webinar/deploying-a-digital-fortress-dont-trust-always-verify-and-encrypt-your-data
https://www.redhat.com/es/events/webinar/deploying-a-digital-fortress-dont-trust-always-verify-and-encrypt-your-data
https://www.redhat.com/es/events/webinar/automation-and-security-comprehensive-remediation-strategy-with-red-hat
https://www.redhat.com/es/events/webinar/automation-and-security-comprehensive-remediation-strategy-with-red-hat


Red Hat Tech Journey workshop week
One week. Four areas shaping enterprise IT. Hands-on experience.

Hands-on Workshop Week • November 30, to December 4,  2026 

Discover how to apply open source technologies to build secure platforms, 
automate operations, and run modern applications across hybrid 
environments.



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

x.com/RedHat

Thank you


